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Company Information  
CPR Tools, Inc.  
905 Industrial Blvd.  
LaBelle, FL 33935  
Tel: 863-674-0120  
Fax: 863-674-0066  
Email: info@cprtools.net 
Web: www.cprtools.net 

CPR Tools has been a leader in the field of data recovery for nearly three decades.  In meeting the 
needs of our own data recovery technicians and in our role as educators to the industry, CPR Tools 
has developed tools designed to simplify and automate tasks in the data recovery lab.  Typhoon™ is 
such a tool.  

Designed for use in the field or the lab, Typhoon™ will provide years of consistent and reliable 
service.  

Trademark Disclaimer  
All referenced trademarks, product names and company names or logos cited herein are the 
property of their respective owners. 

  

mailto:info@cprtools.net
http://www.cprtools.net/
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Limited Warranty Statement 
CPR Tools, Inc. products are warranted by CPR Tools, Inc. against manufacturing defects in material 

and workmanship under normal use for one (1) year from the date of purchase from CPR Tools, Inc. 

or its authorized re-sellers.  To receive warranty service, users must register their products at 

http://www.cprtools.net/. 

EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC. MAKES NO EXPRESS WARRANTIES AND ANY 

IMPLIED WARRANTIES, INCLUDING THOSE OF MERCHANTABILITY AND FITNESS FOR A 

PARTICULAR PURPOSE, ARE LIMITED IN DURATION OF THE WRITTEN LIMITED WARRANTIES 

CONTAINED HEREIN. EXCEPT AS PROVIDED HEREIN, CPR TOOLS, INC. SHALL HAVE NO LIABILITY 

OR RESPONSIBILITY TO CUSTOMER OR ANY OTHER PERSON OR ENTITY WITH RESPECT TO ANY 

LIABILITY, LOSS OR DAMAGE CAUSED DIRECTLY OR INDIRECTLY BY USE OR PERFORMANCE OF 

THE PRODUCT OR ARISING OUT OF ANY BREACH OF THIS WARRANTY, INCLUDING, BUT NOT 

LIMITED TO, ANY DAMAGES RESULTING FROM LOST OR CORRUPTED DATA, INCONVENIENCE, 

LOSS OF TIME, PROPERTY, REVENUE, OR PROFIT OR ANY INDIRECT, SPECIAL, INCIDENTAL, OR 

CONSEQUENTIAL DAMAGES, EVEN IF CPR TOOLS, INC. HAS BEEN ADVISED OF THE POSSIBILITY 

OF SUCH DAMAGES. 

Some states do not allow the limitations on how long an implied warranty lasts or the exclusion of 

incidental or consequential damages, so the above limitations or exclusions may not apply to you. 

In the event of a product defect during the warranty period, obtain return approval from CPR Tools, 

Inc. prior to product return.  CPR Tools, Inc. will, at its option, unless otherwise provided by law:  

(a) correct the defect by product repair without charge for parts or labor; (b) replace the product 

with one of the same or similar design.  All replaced parts and products, and products on which a 

refund is made, become the property of CPR Tools, Inc.  New or reconditioned products may be 

used in the performance of warranty service.  Repaired or replaced products are warranted for the 

remainder of the original warranty period.  You will be charged for repair or replacement of the 

product made after the expiration of the warranty period. 

This warranty does not cover:  (a) damage or failure caused by or attributable to acts of God, abuse, 

accident, misuse, improper or abnormal usage, failure to follow instructions, improper installation 

or maintenance, alteration, lightning or other incidence of excess voltage or current; (b) any repairs 

other than those provided by CPR Tools, Inc. or its authorized representatives; (c) consumables 

such as fuses or batteries; (d) cosmetic damage; (e) transportation, shipping or insurance costs; or 

(f) costs of product removal, installation, set-up service adjustment or reinstallation. 

This warranty gives you specific legal rights, and may also have other rights which vary from state 

to state.  Terms are subject to change at any time.  See company policies at www.cprtools.net for the 

latest warranty information.  Optional extended warranty coverage for select products is available 

for purchase from CPR Tools, Inc. 

http://www.cprtools.net/
http://www.cprtools.net/
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Introduction 
Congratulations on your purchase of Typhoon™ from CPR Tools.  Typhoon™ was developed by CPR 

Tools’ engineers in answer to our own data recovery lab technicians’ requests.  Typhoon™ is packed 

with useful features which make it a unique product. 

Typhoon™ uses a 10.4” resistive touchscreen while on the go, while supporting the additions of a 

monitor (VGA), keyboard, and mouse for a ‘Desktop’ solution. 

Typhoon™ is unrivaled in its native support for all common data storage interfaces including: SATA, 

PATA, SAS, SCSI, USB 3.0, as well as an ExpressCard slot for limitless expansion capabilities (eSATA, 

FireWire, Compact Flash, SD, xD, MMC, etc.) .  Are you concerned with image file compatibility?  The 

Typhoon™ supports the widely accepted Advanced Forensic File (AFF) image format. Compressed 

image support is also provided.  Typhoon™ even has full support for logical file and partition 

recoveries with support for FAT, FAT16, FAT32, NTFS, EXT2, EXT3, EXT4, and HFS file systems. 

Accountability and Control is an easy task to achieve with recovery journals that help automate the 

process of logging operator information, source and destination drive information, and recovery 

events and statistics. 

Detailed recovery status information is automatically saved, which allows for full pause/resume 

functionality at any time during the recovery process.  This even allows for resuming a recovery 

after an unexpected power outage! 

Laptops and netbooks are getting smaller and harder to disassemble; some even come with the 

storage media soldered directly to the motherboard. The Typhoon™ allows you to recover your 

system without removing the hard drive. Never lose another screw, never void another warranty.  

The new JumpStart feature makes it simple! 

One-to-many cloning and imaging support helps you save time by allowing the simultaneous 

creations of multiple data copies (clones and images) from one source device to multiple 

destination devices. 

“What You See Is What You Get” (WYSIWYG) data recovery allows you to recover data as you 

browse the file system. Using our innovative ‘distributary’ data path, all sectors that are read are 

automatically copied directly to the output drive. 

Upgrading to a larger hard drive? The Typhoon allows you to expand a cloned partition to maximize 

the usage of all available space on the larger drive. 

  



 

 
 

TyphoonTM User’s Guide 
 

  Page 8 of 53 

Getting Started 
Before starting to use your new Typhoon™, take a moment to examine the contents of your package.  

1 x Typhoon™ 

3 x SATA Data Cable w/Power 

1 x PATA Data Cable 

1 x SCSI/PATA Power Cable 

1 x 68-Pin SCSI Data Cable and terminator 

1 x USB 3.0 Data Cable (Micro Type B to Type A) 

1 x A/C Power Cable 

1 x Stylus 

Typhoon Quick Start 
Out of the box, your Typhoon™ is ready to start recovering drives.  To 

quickly recover drives:  

1. Connect data cables to the desired Source drives 

2. Connect data cables to the Destination drives with as many as 

two (2) SATA Drives or any USB attached Destination drives 

3. Connect the A/C Power Cable to the Typhoon™ , then connect 

to an A/C power outlet 

4. Press the Power button    to turn on the Typhoon™ 

That’s all there is to it! 

Typhoon™ Notes: 

Typhoon™ can reliably only 

power a PATA drive or SCSI drive 

at any given time as a Source, but 

not both together.  Only LVD SCSI 

drives are supported for the SCSI 

Source Port. 

Typhoon™ supports only a SAS 

drive or SATA drive at any given 

time as a Source 
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Ports 

 

The Left Side Panel of the Typhoon™ is considered the Source Side.  The destination ports are found 

on the Right Side Panel.  To the left of the Front Panel, there is a USB 3.0 Source Port; on the right, 

there is a USB 3.0 Destination Port.  To the right of the USB 3.0 Source Port is the JumpStart Port 

which also may be used as a Source for Typhoon™. 

The Source Ports are illustrated in Figure 1 as Ports #1-6.   

Port #2 is the Express Card input.  Any devices that are used via Express Card will automatically be 

powered and ready to use in the Sources section of the Device Screen, which is illustrated in Figure 

2.   

Port #3 is a shared port that is divided as Port #3(a) being PATA input and Port #3(b) being LVD 

SCSI input.  The power for Port #3 is shared between PATA and SCSI.  This power port should be 

used for only one drive at any given time.  The power port for this input is located between the PATA 

data port (located on the left side of the input port) and the LVD SCSI data port (located on the right 

side of the input port).   

Figure 1 - Typhoon™ Ports Figure 2 - Devices Screen 
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Destination Port Notes: 

Typhoon™ currently only 

supports SATA for both of the 

SAS/SATA Destinations 

Port #4 is the SAS/SATA input.  This port is another shared port that will connect to either a SAS 

drive or a SATA drive, but not both types of drives at the same time.  The data port is on the left side 

of this input port with the power port being on the right side of the input port.   

Port #5 is the USB 3.0 Source port.   As with other USB 3.0 ports, this port is backwards compatible 

to accommodate the slower USB speeds.  

 Port #6 is the JumpStart input.  This port is automatically powered on and off when using the 

JumpStart application. 

The Destination Ports are illustrated in Figure 1 as Ports #7 

through 9.   

Port #7 is the SATA 1 destination.  The data port is on the left 

side of this input port with the power port being on the right 

side.   

Port #8 is the SATA 2 destination. The data port is on the left side of this input port with the power 

port being on the right side.  For Ports #7 and 8, Typhoon™ supports only SATA drives to be used as 

destinations.   

Port #9 is the USB 3.0 Destination port.   As with other USB 3.0 ports, this port is backwards 

compatible to accommodate legacy USB speeds.   

Powering on any combination of the supported Source and Destination ports can be done by 

selecting the port’s corresponding button (Buttons #1-6) in the Devices Screen, depicted in Figure 

2.  If a Source or Destination Port is powered on, the corresponding Button will be green.  If the 

port is powered off, it will be shown in red.  Source ports can be powered off individually by 

selecting their corresponding Button, or powered off together by selecting Button #7 at the bottom 

in the Toolbar.   
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Button #7 is the Power Off Inputs button.  Table 1 lists which Source and Destination Ports are 

powered when a given Button is selected. 

Button # Port Powered 
1 PATA/SCSI Source 
2 SAS/SATA Source 
3 USB 3.0 Source 
4 SATA Destination 1 
5 SATA Destination 2 
6 USB 3.0 Destination 
7 Power Off Inputs 

Table 1 - Port Power Buttons 
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Home Screen 
The Home Screen is the first screen that 

will appear to the user when the 

Typhoon™ is turned on.  From this 

screen, the user has multiple jobs or 

operations that can be started.  The 

Home Screen is also the point from 

where the user may begin a new task, 

even if other tasks are currently running.  

Jobs are divided up into 4 main 

categories: 

 Recovery 

 Destruction 

 System 

 Utilities 

These are depicted in Figure 3.  Another 

section also appears in the Home Screen 

for the status of active jobs.  This section 

will only appear if a job is currently being 

performed or is paused. 

Recovery 
The Recovery menu section consists of 

utilities deemed common in the field of 

data recovery.  These utilities include: 

 Clone/Image 

 Hash 

 Browse Files 

 Undelete Files 

 Read Tracking 

 JumpStart 

Figure 3 - Home Screen 
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Destruction Notes: 

The Bang utility complies 

with NIST 800-88 ‘clear’ 

specifications 

Figure 4 - System Configuration Screen 

Destruction 
The Destruction menu section consists of tasks 

useful for data eradication through the Bang utility, 

which complies with NIST 800-881 ‘clear’ 

specifications.  CPR Tools recommends running the 

Bang utility on any drive intended to be the 

destination of a Recovery job prior to beginning the 

job.   

System 
The System menu section consists of basic utilities 

to customize the Typhoon, along with basic system 

control functions.  These utilities include: 

System Configuration (System Config) 

Allows the user to configure the base settings 

for the Typhoon™.  Within this screen, the user 

may edit the Date and Time, Timeouts, select 

the option to Show status register, and select 

the option to Power down devices when 

command completes. 

The Set Defaults button will set the options to 

be the current default settings for the 

Typhoon™, while the Revert Changes will 

cancel any set the options to the defaults 

created by CPR Tools 

Administrator Mode (Admin Mode) 

Allows the user to set an Administrator 

Password, Authenticate Administrator Access, 

and Activate or Deactivate Administrator 

Mode.   

If the Administrator Access has been 

authenticated, the Administrator may also clear 

the Administrator Password. 

                                                             
1 NIST Special Publication 800-88 Figure 5 - Administrator Mode Screen 

http://www.cprtools.net/800-88
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Once Administrator mode has been activated, the Administrator has the option to view deleted 

jobs and erase any deleted journals.   

Shut Down 

Prompts the user to verify that they wish to Shut 

Down the Typhoon by selecting the red Shut Down 

button in the pop up prompt.  If the user selects the 

Cancel button in the prompt will return the user to 

the Home Screen.   

Utilities 
The Utilities menu section consists of other common 

utilities used with Data Recovery and Data 

Eradication tools.  These utilities include: 

 Sector Viewer 
 Restore Image 
 Format 
 Resize Partition 
 HPA (HPA Configuration) 
 DCO (DCO Configuration) 

Toolbar 
The Toolbar is located at the bottom of the Home 

Screen.   

This section will remain at the bottom of the screen 

at all times.  The Toolbar may have a variety of 

buttons at any given time depending on the utilities 

being used.  These buttons include, but are not 

limited to: 

 Home 
 Jobs 
 Devices 
 Power Off Inputs 
 Back 
 Next 
 Start 
 Apply 

Other buttons may appear in the Toolbar based upon the utility being used and will be located on 

the right side of the Toolbar.  The Home, Jobs, and Devices buttons will always be located in the 

same locations as depicted in Figure 7 regardless of which screen the user may be viewing. 

Figure 6 - Shut Down 

Figure 7 - Toolbar 
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Figure 8 - Jobs Screen 

Figure 9 - Job History Tab 

Home Button 

The Home button allows the user to quickly 

return to the Home Screen at any given point.   

Jobs Button 

The Jobs button allows the user to view currently 

running jobs, in addition to previously performed 

jobs.  From within the Jobs screen, the user has 

the option to group jobs within a Journal, much 

like assigning the group of jobs a Task ID.  The 

Jobs Screen is depicted in Figure 8. 

Pause and Stop Jobs 

Users may pause or stop actively running jobs by 

selecting the job, then selecting Pause Job or Stop 

Job, as depicted in Figure 8.   

If Pause Job is selected, the user is permitted to 

select Resume Job or Cancel.  

 

Resume and Restart Jobs 

The user may also choose to Resume or Restart 

previous jobs.  For either option, the user must 

first select a previous job and then select Resume 

Job or Restart Job.  These buttons replace the 

Pause Job and Stop Job buttons respectively, 

shown in Figure 8.  Once the user has made their 

selection, they are immediately taken to the 

Devices Screen to select the Source and 

Destination Drives to be used with this job.  CPR 

Tools recommends ensuring that the user  match 

the same Source and Destination Drives when 

Resuming or Restarting a job, while also matching 

the drives up to the same ports that they were 

used on previously.  Any variations in the 

Source/Destination Drives being used, or the 

ports that they are attached to, jeopardize the 

forensic integrity of the job if it has been Resumed 

or Restarted.  
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Figure 10 - Job Notes Tab 

 

Job Status  

When a given job has been selected from the list of jobs in a Journal or the Quick Jobs list, the right 

portion of the Jobs screen provides detailed information about the Status, History, and Notes 

pertaining to that specific job.  The Status tab will show the current status of the job along with any 

details from running the job last, as depicted in Figure 8.  

Job History  

The History tab shows all details for each run of the job.  A run is considered to be any time that 

the job was active.  For instance, if the user starts a Clone of a drive and then stops the operation, 

but later resumes the operation and allows the job to complete, then the job will have 2 runs.  A 

new run is created each time the job is resumed and/or restarted from the Job screen.  Each run of 

the job can be toggled through by using the arrows depicted in Figure 9.  When the user views the 

History tab for a specific job, the most recent run of the job is automatically displayed.   

Job Notes 

The Notes tab is a place for the user to add specific notes about the job, depicted in Figure 10.  A 

new Note can be added by selecting the Add Note button.  Then the user is presented with a Title 

field for the note and a blank section to add the details of this Note.  These fields are depicted in 

Figure 11.  When the user is finished entering the title and details for the note, they may hit the 

Cancel button to discard the note or the Ok button to add the note to the job.  When viewing the 

Notes tab for a specific job, the first note that was added to the job is automatically displayed.  

Selecting the drop-down arrow for the list of notes 

will show the user all of the available notes to view 

for the selected job, as depicted in Figure 12.  These 

notes may be selected to view in the Notes Tab. 
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Figure 13 - Journals 

Figure 12 - Job Notes List 
  

Journals 

Journals allow the user to group a set of jobs 

together, as if grouping them by Task ID.  The 

capabilities for Journals are located within the Jobs 

Screen.  The use has the option to create, load, or 

unload a Journal. 

By default, no Journal is loaded and any jobs 

performed are placed into a Quick Jobs journal.  

Once a job has been placed in the Quick Jobs, the 

job cannot be added to a journal at a later time.  

Expanding a journal allows the user to see what 

jobs are included under that specific journal.  This 

is done by selecting the expansion arrow located to 

the right of the journal name, as illustrated in 

Figure 13. 

Journal Information for a selected journal can be 

found in the Status section of the Jobs Screen after 

selecting a journal, as depicted in Figure 13.  This 

will show the user information such as the total 

Figure 11 - Creating a New Job Note 
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Figure 15 - Load and Unload Journals 

size of the journal, the number of jobs included in 

the journal, and how much total space remains for 

the journaling process.   

The user also has the capabilities to remove or 

Delete a Journal.  This is done by selecting the   

 button located to the far right of the Journal’s 

name, as depicted in Figure 13.  Removing the 

Quick Jobs is done the same way for a user-created 

Journal.  Once the Quick Jobs or a Journal has been 

removed, all job information contained within the 

journal is permanently removed. 

Create Journal 

Creating a Journal is a simple task.  To do so, the 

user must select the Create Journal button under 

the Journals section of the Jobs Screen.  Figure 13 

illustrates the location of the Create Journal 

button.   

After selecting the button, a keyboard appears on 

the screen for the user to enter a journal name, as 

depicted in Figure 14.  The name field is 

automatically populated with the ‘Default’ or a 

numbered duplicate of ‘Default’.    The “Default” 

name can be cleared either by typing a new name 

or by selecting the Clear button.  The Cancel button 

will exit the user from the Create Journal screen 

and return the user to the Jobs Screen.  The Accept 

button will finish the process of creating a blank 

journal and will return the user to the Jobs Screen 

with the newly created journal listed in the 

Journals section.   

Load Journal 

In order for jobs to be placed under a given Journal, 

the user must first Load a Journal.  Loading a 

Journal is done by selecting the journal that the 

user wishes to load, then selecting the Load 

Journal button.  This button is located below the 

Create Journal button, as depicted in Figure 15.  

Figure 14 - Create Journal 
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QuickJobs: 

Jobs journaled in QuickJobs are 

not able to be exported, nor can 

they be moved to other journals.  

CPR Tools recommends loading a 

specific  Journal when exports 

are required. 

Loading a Journal should be done before starting a job utility.   

After a job as been started, the user may return to the Jobs Screen and load a different journal in the 

event that the user wishes to start a new job that does not fall under the previous journal.  

Swapping journals during the middle of a job will not affect the Journaling process; rather the job 

will be listed under the journal that was loaded when the job was started.  

QuickJobs 

If no journal is loaded, jobs performed are placed into a Quick 

Jobs journal.  This journal is a generic journal created when a job 

is started without having loaded a journal first.   

The user may verify what Journal is loaded by looking at the top 

of any screen as illustrate by on the Home Screen.  If a journal is 

loaded, the name of the journal will appear in green, as depicted 

in Figure 15.  If no journal is loaded, then the name for the loaded journal will be “None” in red, as 

depicted in Figure 16.   

 

Unload Journal 

Unloading a journal is done by selecting the Unload Journal button located below the Create Journal 

button and to the right of the Load Journal button, as depicted in Figure 15.  Verification that the 

journal has been unloaded can be seen by watching the Journal Name at the top of the screen 

change from the green loaded journal name to the red “none” name, as illustrated in Figure 15 and 

Figure 16. 

Unloading a journal will stop end the journaling process of future jobs into that journal until the use 

reloads the journal.  If the user unloads a journal and does not proceed to load a different journal, 

then any new jobs that are started will be placed in the Quick Job journal. 

Figure 16 - Unloaded Journal 
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Figure 18 - Export Journal Device Selection 

Figure 19 - Export Journal File Location 

Export Journal 

Exporting a journal allows the user to create a 

report of all jobs performed under the selected 

Journal name.  Exporting a journal becomes 

available to the user after they select a journal from 

the list of journals in the Jobs Screen.  To export a 

journal, the user must first select the blue Export 

Journal button in the bottom right of the Toolbar, 

as depicted in Figure 17.  Upon selecting the Export 

Journal button, the user is taken to the Devices 

Screen to select a destination port for the journal to 

be exported to.  The user should select their 

destination, while keeping in mind that the journal 

can only be exported to 1 destination port.  If the 

journal needs to be exported to multiple 

destinations, then the Export Journal process 

should be repeated for each required destination.   

Power the Destination port that contains the device 
for exporting the journal by selecting the port 
button illustrated in Figure 18.  The Destination 

device needs to contain a file system.  After the 
destination drive reports as ready for use, the user 
must select the Detect FS button and select the file 
system partition that will be used to place the 
exported journal.  Once the user selects the desired 
file system on the destination drive, the user 
should then select the blue Next button in the 
bottom right of the Toolbar, as depicted in Figure 
18. 

Following the selection of the desired file system 

on the destination port for exporting the journal, 

the user now must select where to place the 

exported journal and what to name the file to 

which the journal is exported.  The screen for 

selecting the file name and destination folder is 

illustrated b Figure 19.  The default file name for 

the exported journal is <JOURNAL_NAME>.xml.  If 

the user would like to change this name, then they 

should select the Name field to open up the on-

screen keyboard.  After setting the desired file 

name and selecting Accept on the keyboard, then Figure 17 - Export Journal 
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the user should select the folder location for the file.  The file is defaulted to be placed in the root 

folder of the file system.  To change this folder, the user may select a folder that is displayed in the 

file system listing.  Sub-folders may be navigated to by selecting the expansion arrow located to the 

left of the folder name.  Once the sub-folders are listed, select the destination folder for the file.  

Selecting the Select Root button will select the root folder of the file system as the file’s destination 

folder.  In the event that the user selects a file listed in the file system, the selected file name and file 

type will overwrite the file name field.  After specifying the file name and folder location to export 

the journal, the user should select the green Export button located at the bottom right of the 

Toolbar.   

The file extension of the exported journal will be a .xml file.  A successful exporting of a journal will 

be shown in a pop up message that states “Journal exported to <JOURNAL_NAME>.xml” as depicted 

in Figure 20.  After the user closes the pop up message by selecting the OK button, the user is 

returned to the Jobs Screen. 

 

Devices Button 

The Devices button takes the user to the Devices Screen as seen in Figure 21.  From within the 

Devices Screen, the user is able to select and power the Source Devices as well as the Destination 

Devices.  Once the Power button for a given Source or Destination port is selected, the port will 

appear in a list below the buttons with the status of  <Port Name> - Not Ready as depicted in Figure 

22.  Once the drive is ready for use, the port (i.e. PATA, SCSI, etc.) will appear in the list below the 

Power buttons as depicted in Figure 23. 

 

 

Figure 20 - Export Journal Success 
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After the drive has come ready, the user may 

identify the drive by selecting the Identify button 

for the port.  The Identify information may be 

hidden if the user toggles the down arrow located immediately to the right of the Identify button.  

When the identify information is not hidden, the user can view more information than what is 

displayed by selecting the More Info button below the identify information that is displayed for the 

port.  The Settings button located to the right of the More Info button allows the user to enter 

identify information for the drive in the event that the information is unable to be obtained from 

the drive.  Changing these fields does not write the information to the drive, but rather is kept 

internally and used for performing the various supported utilities found in the Home Screen.  If the 

information in these fields is changed or entered due to not being obtained from the device, then 

jobs may fail if the information entered is incorrect. 

Once the user has identified a Source and/or Destination drive, they may then detect any file 

systems on the drive by selecting the Detect FS button located immediately below Identify button.  

Immediately upon selecting the Detect FS button, the Identify information is hidden and the 

attributes of the file system(s) found on the drive are displayed in the same location that the 

Identify information was displayed.  The Detect FS information may be hidden if the user toggles 

the down arrow located immediately to the right of the Detect FS button.  The user may toggle 

between the Identify information and the Detect FS information by touching the down arrow 

located immediately to the right of the information they wish to view. 

Figure 22 - Waiting for device ready 

Figure 23 - Device ready for use 

Figure 21 - Devices Screen 
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Figure 24 - Additional Toolbar Buttons 

Figure 25 - Next Button 

In the Devices Screen, the Use Device and Select Image buttons will remain greyed out for the user 

and unusable.  If the Devices Screen is entered via a utility, these buttons will be available for the 

user to select so that the drive may be used in some way as a Source or Destination. 

Power Off Inputs Button 

The Power Off Inputs button appears if any 

Source port is powered.  The purpose of the button 

is to allow the user a way to remove the power to 

all powered Source ports in the event of a problem 

so that further damage to a potentially unstable 

drive is prevented.  An example of when the Power 

Off Inputs button could be used is if the drive 

begins to click or make an unusual sound when 

powered.  If the user does not want to remove the 

power for all Source ports, they may remove the 

power for a specific port via the Port buttons in the 

Devices Screen.  The Power Off Inputs button is 

depicted in Figure 24. 

Back Button 

The Back button appears when any screen other 

than the Home Screen.  This button simply 

navigates the user to the previously viewed screen.  

If the Home button is pressed at any time, then the 

Back button disappears and the ability to view the 

screen prior to returning to the Home Screen is lost.  However, viewing any other screen after 

returning to the Home Screen then reinitiates the functionality.  If the user selects either the Jobs or 

Devices button from the Toolbar at any given point, then selecting the Back button will return the 

user to the Home Screen.  The Back button is shown in in Figure 24. 

Next Button 

The Next button appears when the user has 

entered a utility and has made the necessary 

selection for the current screen.  Selecting the Next 

button allows the user to proceed to the next step 

in configuring the utility to run a specific job.  If the selections that the user has selected for the 

current screen within the utility are improper, then messages will be shown to help the user make 

the correct selections.  Making these correct selections will allow the Next button to appear for the 

user to select and proceed with the utility.  The Next button is depicted in Figure 25. 
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Figure 26 - Start Button 

Figure 27 - Apply Button 

Figure 28 - Home Screen Job Status 

Start Button 

The Start button appears after the user has 

navigated through the setup for a given utility and is 

ready to begin executing the job.    When the Start 

button is selected, the job for the utility that has 

been configured the currently selected settings is started.  The Start button is shown in Figure 26.  

Apply Button 

The Apply button appears when the user has viewed a screen where certain aspects may be 

configured.  For example, if the user were to edit 

the Identify information for a drive, the Apply 

button would appear for the user to select in order 

to set the information following the edits to the 

respective fields.  The Apply button is depicted in 

Figure 27. 

Job Status 
In the Home Screen, a Job Status panel appears for 

currently running jobs.  The panel appears below 

the Utilities section, as depicted in Figure 28.  

Within this panel, the user is able to view the name 

of the job(s) running, pause, resume (if currently 

paused), or stop the job.  The user may also view 

the percent completion for the job along with 

selecting the More Info button for more 

information about this specific job.  Selecting the 

More Info button takes the user to the Jobs Screen 

where any and all information on the job may be 

viewed. 

System Log 
The System Log displays information about the 

Typhoon™ and all jobs performed since the 

Typhoon™ was powered on.  Viewing the output 

overlay is done by selecting the  button 

located in the top left corner of any screen.  This 

button is visible on any screen at any time.   

The Typhoon™ information that is displayed in the System Log is the Typhoon™ Serial Number, 

Board Revision, Firmware Revision, and Typhoon™ Revision.  An example of how the information is 

displayed is depicted in Figure 29. 
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As the user performs jobs, basic information about 

the jobs is also placed in the System Log.  The 

information is added below the Typhoon™ specific 

information and is added with the first job 

performed at the top of the list.  Each subsequent 

job performed or started is added to the end of the 

list.  As the list grows, the user can scroll by 

touching in the white area of the System Log and 

sliding their finger up or down, while keeping their 

finger pressed against the screen.  Closing the 

System Log is done by selecting the Close button 

centered at the top portion of the System Log 

screen.  Figure 29 illustrates an System Log with a 

few listed jobs. 

Device Selection 
When beginning a job, the first step to configuring 

the job settings is to select the Source and 

Destination(s) to be used in the job.  The user has 

the options to select the following devices to be 

used as a Source or Destination: 

 An Entire Drive 

 A Drive Partition 

 An Image File 

The selection for each is the same for the Source or Destination ports.  Before the user can select 

one of these device types as the Source or Destination, they must first connect a drive to the Source 

and/or Destination ports to be used.  Once the drives are connected, power the ports by touching 

the power button for the port as shown in Table 2 and Figure 30.  A red button signifies that the 

port is not powered, while a green power button signifies that the port is being powered.  

Figure 29 - Output Overlay 
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Once the port is powered, the port will report whether it is ready for use.  For example, if the user is 

powering the PATA port, the drive will report as not ready if it is in the process of coming ready (i.e. 

spinning up) by listing the port name in the devices list as PATA –NOT READY with no device 

option buttons beneath the port name, as depicted in Figure 31.  However, if the PATA port is ready 

for use, the port name will be shown as illustrated in Figure 32- Device Ready for Use in the Sources 

Device List.  Each port, regardless of being a Source or Destination Port, will report as being ready 

for use in the same manner, except for the USB 3.0 Source and Destination ports.  The USB 3.0 ports 

will not report anything while they are coming ready and will only report that they are ready for 

use.  The USB 3.0 ports report as ready for use in the Source or Destination list as the PATA port 

does in the previous example.   

  

Button # Port Powered 
1 PATA/SCSI Source 
2 SAS/SATA Source 
3 USB 3.0 Source 
4 SATA Destination 1 
5 SATA Destination 2 
6 USB 3.0 Destination 
7 Power Off Inputs 

Table 2 - Port Power Buttons Figure 30 - Devices Screen 

Figure 31 - Device Not Ready for Use Figure 32- Device Ready for Use 
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Figure 34 - Selecting a Partition 

Selections between an entire device, a partition, or 

an image file will not always be made for both the 

Source and Destination ports.  The user may 

perform some jobs that use a combination of these 

selections, such as using an entire device as the 

Source and a partition as the Destination.  Any 

device that is selected as a Destination is locked 

from being used in new operations while the 

current operation is running. 

Selecting an Entire Drive as the 

Source/Destination 
After the drive connected to the Source or 

Destination port has been powered on and is listed 

as ready for use, the user may proceed to select the 

entire device for use as a Source or Destination 

port.  The user may wish to select an entire device 

when performing jobs such as a Clone or Bang. 

To select the entire device, the user should select 

the Use Device button located immediately below 

the port name.  If the device is selected for use, 

then the check box within the Use Device button 

will be checked.  After the device has been 

selected, then the user should select the Identify 

button to identify the drive.  The user is ready to 

proceed with setting up the job for using an entire 

device after the drive has been selected for use and 

identified.  Selecting an entire device as the Source 

and Destination devices is illustrated in Figure 33 - 

Selecting an Entire Device 

  

Figure 33 - Selecting an Entire Device 
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Figure 35 - Selecting a Source Image File 

Selecting a Partition as the Source/Destination 
Some operations require the user to select a 

specific partition of a drive rather than simply 

selecting the entire drive.  To select a partition 

after the drive on the designated Source or 

Destination port has been powered and identified, 

the user should select the Detect FS button.  

Selecting this button will show all file systems 

found on the drive.  Each file system represents a 

different Partition.  Partitions of a drive will be 

listed as depicted in Figure 34.  

Information regarding the partition can be 

reviewed by expanding the arrow located to the 

far right of the Partition name in the devices list.  

Once the user has determined the partition they 

wish to use, selecting the partition for use is done 

by selecting the Use Partition button found 

immediately beneath the partition name, as 

depicted in Figure 34.   

Selecting an Image File as the Source   

Selecting an image file is the final option for 

selecting a Source device that the user may 

choose.  To select an image file after the drive on 

the designated Source port has been powered and 

identified, the user should select the Detect FS 

button.  As stated within the partition selection 

procedure, this button will show all file systems or 

partitions found on the drive.  The user then 

should expand the information for each partition 

to make sure they are selecting the proper 

partition containing the desired image file or the 

proper location to place the image file.  

When the user is ready to select the image file, 

they should select the Select Image button, which 

is located underneath the User Partition button as 

illustrated in Figure 35.  Selecting the Select Image 

button will redirect the user to the Select Image 

Screen as depicted in Figure 36.  From within the 

Select Image Screen, the user can navigate the 

Figure 36 - Image File Selection 
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Figure 37 - Selecting a Destination Image File 

folder listing of the partition containing the image 

file by using the expansion arrows found to the left 

of the folder names.  Once the user has navigated to 

the folder containing the image file, they should 

select the file and then select the blue Next button 

in the bottom right of the Toolbar.  After selecting 

the Next button, the system may take a short 

period of time to mount the image file and return 

the user to the Devices Screen. 

Once the user has been returned to the Devices 

Screen following the selection of the image file, the 

selected image file will appear in the devices list 

below the partition name that contains the image 

file, as depicted in Figure 38. 

In extreme cases where the user wishes to select 

nested image files and or partitions found within 

an image file, the user should repeat the above 

sections for selecting the desired nested image file 

or partition after selecting the top level image file. 

Selecting an Image File as the 

Destination  
Selecting an image file is the final option for 

selecting a Destination device that the user may 

choose.  To select an image file after the drive on 

the designated Destination port has been powered 

and identified, the user should select the Detect FS 

button.  As stated within the partition selection 

procedure, this button will show all file systems or 

partitions found on the drive.  The user then should 

expand the information for each partition to make 

sure they are selecting the proper partition 

containing the desired image file or the proper 

location to place the image file.  

When the user is ready to select the image file, they 

should select the Select Image button, which is 

located underneath the User Partition button as 

illustrated in Figure .  Selecting the Select Image 

Figure 38 - Selected Source Image File 
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Figure 39 - Create or Select Image File 

button will redirect the user to the Select Image 

Screen as depicted in Figure 39.   

From within the Select Image Screen, the user can 

navigate the folder listing of the partition 

containing a preexisting image file that will be 

overwritten by using the expansion arrows found 

to the left of the folder names.  Once the user has 

navigated to the folder containing the image file, 

they should select the file and then select the blue 

Next button in the bottom right of the Toolbar.  

When selecting a preexisting file, a pop up window 

will verify that the user wishes to overwrite the 

preexisting image file before Typhoon™ mounts the 

image file as the Destination device.   

The user may also wish create a new image file 

rather than overwriting a preexisting image file.  

To create a new image file from within the Select 

Image Screen, the user should first navigate to the 

folder where they wish for the image file to be 

placed by using the expansion arrows found to the 

left of the folder names.  Once the user has 

navigated to the destination folder of the new 

image file, the user should set the image file name 

by selecting the name field to the right of the Image 

Path at the bottom of the Select Image Screen.  

Selecting the Image File Name field will open the 

onscreen keyboard for the user to input the file 

name and set the name by selecting the Accept 

button.  After the image file name has been set, the 

user should select what type of image file will be 

created.  Typhoon™ supports AFF, AFD and Raw 

image file types.  To select the image file type, 

select the downward arrow to the right of the 

Image Type field, which is set to Raw by default.  

Once the image file name and file type have been 

selected, the user has one last option to select from.  

For AFF and AFD image files, Typhoon™ also 

supports compression of these image files.  To 

select Image Compression, the user should select 

the Compress button found to the right of the Figure 40 - Selected Destination Image File 
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Image Type field.  The locations for selecting the image file name, file type, and compress is 

depicted in Figure 39.  After all of the settings for a new image file have been made, the user should 

select the blue Next button in the bottom right of the Toolbar.   

After selecting the Next button, the system may take a short period of time to mount the image file 

and return the user to the Devices Screen. 

Once the user has been returned to the Devices Screen following the selection of the image file, the 

selected image file will appear in the devices list below the partition name that contains the image 

file, as depicted in Figure 40. 

In extreme cases where the user wishes to select nested image files and or partitions found within 

an image file, the user should repeat the above sections for selecting the desired nested image file 

or partition after selecting the top level image file. 

Typhoon Functions 

Clone/Image 
Performing a Clone operation is started by selecting the Clone/Image button from the Home 

Screen, which is found in the Recovery section. 

The first settings to configure are the devices for 

the Source and Destination(s).  With a clone 

operation, only one Source device can be selected.  

To select the Source device, see the respective 

section under Device Selection for selecting an 

entire device, a partition, or an image file as the 

Source device.  After selecting the Source device, 

the user should select the Destination device(s).  

Typhoon™ support 1-to-many cloning, meaning 

that a single Source device may be cloned to 

multiple Destination devices simultaneously.  To 

select more than one Destination device, repeat 

the respective sections under Device Selection for 

selecting an entire device, a partition, or an image 

file for each desired Destination device.  The image 

operation follows the same steps for selecting the 

Source drive as the Clone operation, but requires 

that an image file be created or selected as the 

Destination device.   Following the selection of the 

Source device and all desired Destination devices, 

the user should select the blue Next button in the Figure 41 - Clone Configuration 
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bottom right of the Toolbar to proceed with configuring the clone/image operation.   

Proceeding to configure the Clone/Image operation by selecting the blue Next button in the Device 

Selection Screen redirects the user to the Clone/Image Configuration Screen, as depicted in Figure 

41.  The Clone/Image Configuration Screen is split up into two sections:  Devices and Transfer 

Algorithm.  In the Devices section, the user can specify the Start LBA and End LBA location of the 

Source Device for the clone/image operation by selecting the respective fields to open the onscreen 

keyboard for editing these fields.  The Typhoon™ defaults the Start LBA as 0 and the End LBA as the 

last LBA of the device.  Below the Start and End LBA location fields, the Destination device(s) are 

listed for a last chance to verify the proper Destination devices.   

In the Transfer Algorithm section, the user may select from various algorithms to handle if an 

error is encountered on the Source device when performing the clone/image operation.  To select a 

different algorithm, the user should select the downward arrow to the far right of the currently 

selected algorithm.  The default algorithm is Aggressive.  The user may also configure a new 

algorithm by selecting the Configure button located to the far right of the Transfer Algorithm 

section.  For instructions on configuring a new transfer algorithm for the Clone/Image operation, 

see the “Configure Transfer Algorithm” section below. 

Below the Transfer Algorithm section is the Options section and Note section.  In the Options 

section, the user may select the Hash (SHA256) button.  This option will perform a hash of the 

Destination Device as the clone/image operation progresses.  In the Note section, the user may 

create a note that will be added to the Notes section for the job within the Jobs Screen.  To add a 

note, the user should select the Add Note button, which opens up the onscreen keyboard with 

blank fields for the Note Title and Note Contents.  The top field is for the Note Title, while the large 

field below the Note Title field is for the Note Contents.  After the user has created a title for the 

note and entered all details for the note in the contents area, the user should select the Accept 

button to create the note and select it to be added to the Job Notes.  The created note can be 

previewed under the Add Note button in the Note section.  To make sure that the note will be added 

to the job, check to make sure that the check box on the left side of the Add Note button is checked.  

Once all settings for the Clone/Image operation have been selected, the user should select the green 

Start button to begin the operation.  Upon selecting the start button, the user will be redirected to 

the Jobs screen. 

In the event that the user selects a Destination device that is smaller in size than the Source device, 

a warning will pop up notifying the user of the situation and of the possibility that data maybe 

truncated from the Destination device.  The user then has the option to continue, or to cancel so 

that they can select a larger Destination device.  The user will be presented with the warning of a 

smaller Destination device in the Source section of the Devices panel within the Clone/Image 

Configuration Screen. 
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Configure Transfer Algorithm 

The Configure Transfer Algorithm screen is 

depicted in Figure 42.  The left side of the screen is 

the Transfer Algorithms section, where the user 

can create and remove custom algorithms.  To the 

right of the Configure Transfer Algorithms screen, 

are the Pass Options, Jump on Error, and Actions 

on Error sections.   

To create a new algorithm, select the Add button 

below the name field for the algorithm.  This will 

create a new algorithm called “New Algorithm” 

that contains a single Attacker transfer pass.  The 

predefined algorithms cannot be edited, but their 

settings may be viewed by selecting the downward 

arrow to the far right of the currently selected 

algorithm, and then selecting from the list of all 

algorithms, which includes predefined algorithms 

and custom algorithms.  To remove a custom 

algorithm, first select the algorithm from the list 

and then select the Remove button below the name 

field for the algorithm. 

The Transfer Passes for a selected algorithm can be seen in the Transfer Passes section below the 

Transfer Algorithms section.  To add a new transfer pass, select the Add button at the bottom of the 

Transfer Passes section.  The default pass that is added to the list is the “Attacker” transfer pass.  

The up and down arrows to the right of the transfer passes list can be used to reorder the passes.  

To raise or lower a specific pass within the list, first select a pass and then use the arrows to set the 

order location of the pass.  To remove a transfer pass, first select the pass from the list and then 

select the Remove button below the Transfer Passes section. 

In the Pass Options, the user can select from a variety of options to custom a certain transfer pass 

within a custom transfer algorithm.  To set any of these options, the user must first select the 

transfer pass they wish to customize.  After selecting a transfer path for the algorithm, the user may 

change the Pass Type by touching the transfer pass name button located to the right of the pass 

type field within the Pass Options section.  After selecting the pass type, the user may change the 

Block Size by selecting the value of the currently set Block Size and editing the value with the 

onscreen number pad that appears.  The last option the user may set for a transfer pass is the 

Direction.  The direction may be set by touching the direction name button located to the right of 

the direction field within the Pass Options section.  The directions to be selected from are forward 

and backward, which refer to the direction of reads on the Source Device.  For example, the forward 

direction will start at a lower LBA and read towards a higher LBA, while the backward direction 

will start at a higher LBA and read towards a lower LBA. 

Figure 42 - Configure Transfer Algorithm 
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The Jump on Error section is located below the Pass Options section.  In the Jump on Error section, 

the user may specify the number of LBAs that the transfer algorithm will jump or skip for ECC, 

IDNF, and Timeout errors.  These values may be set by selecting the value of the currently set for 

each field and then editing the value with the onscreen number pad that appears. 

The Actions on Error section is located below the Jump on Error section.  This section allows the 

user to select up to 4 different actions to perform when an ECC, IDNF, or Timeout error occurs 

during the operation.  The actions are defaulted to “Nothing” for all 4 possible actions for each error 

type, and with zero retries.  The section is defaulted for setting the action performed following an 

ECC error.  The Error Type can be changed by selecting the error type button to the right of the 

error type field.  If the actions chosen by the user for the ECC error, or any other error type, are the 

same for all three error types, then the user may select the “Copy Actions, to all Types” button.  

Selecting this button will copy the 4 actions and the number of retries set for the selected error type 

to all three error types.  Setting the number of retires, which is defaulted to “0,” may be set by 

selecting the value of the currently set for the field and then editing the value with the onscreen 

number pad that appears. 

Once the user has customized all aspects of the new transfer algorithm, then the user should select 

the Back button at the bottom right of the Toolbar to return to the Operation Configuration screen 

where the new algorithm may be selected from the Transfer Algorithm section. 

Hash 
Typhoon™ is able to calculate a SHA-256 hash for 

any attached device.  Unlike other devices, ‘on the 

fly’ generation of a SHA-256 hash does not affect 

the Typhoon™ performance and will not impact the 

time to complete an operation.  Multiple hashes 

may be running at once, but each hash must be 

started individually. 

To start a hash, select the Hash button from the 

Home screen, which is found in the Recovery 

section.  Upon selecting the hash button, the user is 

redirected to the Devices screen to select either a 

Source or Destination device for hashing.  For 

instructions on selecting a device to hash, see the 

section titled “Device Selection.”  Once the device 

has been selected, the user should select the blue 

Next button located in the bottom right of the 

Toolbar to proceed with configuring the hash 

operation.  

Figure 43 - Hash Configuration 
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Upon selecting the next button, the user is redirected to a Hash Configure screen, as depicted in 

Figure 43.  In this screen, the user is shown what device was selected in the Device section.  Below 

the device section is the Hash Range section.  This section is used for the user to edit the starting 

and ending LBA for the hash to be executed.  The starting LBA is the leftmost field in the hash range 

section, while the ending LBA is the rightmost field.  Either field may be set by selecting the value of 

the currently set for the respective field and then editing the value with the onscreen number pad 

that appears.  Within the onscreen number pad, the user may enter a specific value or may select 

the Maximum LBA button, which will set the field to the last LBA of the device. 

After configuring the hash operation, the user should select the green Start button to begin the 

operation.  Upon selecting the start button, the user will be redirected to the Jobs screen. 

Browse Files 
Typhoon™ allows the user to browse files from any 

Source Drive.  To browse files from a Source 

device, the user should select the Browse File 

button from the Home screen, which is found in 

the Recovery section.   

Upon selecting the Browse Files button, the user is 

redirected to the Devices screen.  The user should 

now select a partition or an image file as the 

Source device.  For instructions on selecting the 

Source device, see the Device Selection section of 

the User’s Guide.  Remember that the selected 

partition must contain a file system.  After 

selecting the Source device, the user should select 

the blue Next button in the bottom right of the 

Toolbar to proceed with the Browse Files 

operation. 

After selecting the Source device, the user is taken 

to the Browse Files screen where the file tree of 

the selected partition device, as depicted in Figure 

44.  The user may navigate through the file tree by 

selecting the expansion arrows to the left of the folder names within the file tree.  Selecting the 

expansion arrows for an expanded folder will collapse the folder so that the contents of the folder 

are no longer hidden.  The file tree section displays the Name, Size, and data Modified information 

for each file.  These headers may be rearranged by drag and dropping a specific header to a new 

order location than the order that is defaulted on the screen. 

Above the file tree section is the Search Options button.  Selecting this button opens a variety of 

search options that the user may use to locate specific files on the device.  The first search option is 

Figure 44 - Browse Files 
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the Filename.  In the filename field, the user may enter a specific filename or may search for a file 

extension by entering *.<file_extension> (i.e. *jpg for JPEG Images) into the field.  If multiple 

filenames and/or file extensions are to be searched, then they should be separated with a semicolon 

(;).  Predefined sets of file extensions may be selected by selecting the button to the right of the 

Filename field.  This button is defaulted to “All Files.”  Selecting the button will open up a list of file 

extension packages that are commonly searched.  Below the filename search option is the Location 

search option.  This field allows the user to search for the specified filenames or file extensions 

within a specific folder location.  The last search option is based on the last modified date for a file.  

Various search options based on this date may be used by selecting the Date Search button, which 

is defaulted to ‘Any Date.’  For each date search option, the appropriate number of date fields will 

appear for the user to set.  Each date field will consist of a date in the format of mm/dd/yy, along 

with a time field in the 24-hour format of hh:mm:ss.  Once all of the desired search options have 

been set, the user should select the Search button to perform the search with the specified search 

options.  The user may clear the search by selecting the Clear button.  The Search and Clear buttons 

are located to the far right of the Date Search button. 

Once the user selects the search button, only the files that have met the search options will appear 

in the file tree section.  If the user wishes to show the entire file tree of the device, then the Clear 

button should be selected to clear the search that was last performed. 

In addition to being able to browse the files on a drive, Typhoon also supports Logical File Copy.  

The logical file copy operation is started the same way as the browse files operation, but the user 

must select a partition or an image file as a 

Destination device in addition to selecting the 

appropriate Source device.  Remember that each 

selected device must contain a file system.  The 

user should select the blue Next button in the 

bottom right of the Toolbar to proceed with the 

Browse Files operation. 

After selecting both a Source and Destination 

device, the user is redirected to a slightly modified 

Browse Files screen where the file tree of the 

selected partition device, as depicted in Figure 45.  

The user still has the same Search options 

previously mentioned, but now has the ability to 

select files with the file tree to copy from the 

Source device to the Destination device.  The user 

may manually select specific files or may use the 

buttons located to the far right of the Search 

Options button to Select All files or Deselect All 

files.  The Select All button will select all files 

present in the file tree section of the screen.  The Figure 45 - Logical File Copy File Selection 
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Deselect All button will deselect any file that is 

currently selected.  Once all desired files for 

copying have been selected, the user should select 

the blue Next button in the bottom right of the 

Toolbar to select the destination location for the 

selected files.   

Upon selecting the files to be copied to the 

Destination device, the user must now select the 

folder location for these copied files.  The 

Destination Folder Selection screen is depicted in 

Figure 46.  The file tree shown initially is the 

contents of the Destination device’s root folder.  

The files may be placed in any folder location on 

the drive by selecting the folder from the file tree.  

If a new folder needs to be created, either in the 

root folder or any sub folder, the folder location 

should be selected from the tree and the name 

should be entered in the Name field at the bottom 

of the screen.  The Select Root button will select 

the root folder of the device, regardless of the 

currently selected folder location.  Once the user 

has selected the appropriate folder location and 

new folder name, if necessary, then the user should 

select the green Copy button to begin the file copy 

operation.  After starting the file copy, the user will 

be redirected to the Jobs screen. 

Undelete Files 
The Undelete Files operation scans a Source device 

for deleted file and allows you to recover the files 

to a selected Destination device.  Using this 

operation does not change the data found on the 

Source device, but rather allows the user to copy 

the deleted files to a Destination device.   

To recover deleted files using the Undelete Files 

operation, the user should select the Undeleted 

Files button from the Home screen, which is found 

in the Recovery section.  Upon selecting the 

Undelete Files button, the user is redirected to the 

Devices screen.  The user should now select the 

Figure 46 - Logical File Copy Destination 
Selection 

Figure 47 - Undelete File Selection 
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Source device and Destination device.  For instructions on selecting the Source device and 

Destination device, see the Device Selection section of the User’s Guide.  Each device selected must 

have a filesystem.  After selecting the Source device and Destination device, the user should select 

the blue Next button in the bottom right of the Toolbar to proceed with the Bang operation. 

After selecting the Source device and Destination device, the user is redirected to the Undelete Files 

Screen, as depicted in Figure 47.  In this screen the user may search for specific files or file 

extensions on the Source Device to recover.  Centered at the top of the screen is the Device section 

that shows the user the selected Source device and Destination device.  Below the Device section is 

the Filter section, where the user may search for a specific filename or extension.  The search is 

defaulted to all file names and extensions of deleted files.  To the right of the screen, just below the 

Filename field, are the Select All and Deselect All buttons.  The Select All button will select all of the 

deleted files shown by the applied filter for recovery.  The Deselect All button will deselect all of 

the deleted files shown by the applied filter for recovery. 

The remainder of the Undelete Files Screen is used to show all deleted files found on the Source 

device based on the applied filter.  This area shows the filename, file size, date modified, and the 

percent recoverable for each deleted file found on the Source device.  After the user has selected all 

of the deleted files that are to be recovered, they should select the blue Select Files button on the 

right of the Toolbar to select the files and proceed with choosing the Destination location for the 

selected files.  

Upon selecting the deleted files to be recovered 

to the Destination device, the user must now 

select the folder location for these copied files.  

The Destination Folder Selection screen is 

depicted in Figure 48.  The file tree shown 

initially is the contents of the Destination 

device’s root folder.  The files may be placed in 

any folder location on the drive by selecting the 

folder from the file tree.  If a new folder needs to 

be created, either in the root folder or any sub 

folder, the folder location should be selected 

from the tree and the name should be entered in 

the Name field at the bottom of the screen.  The 

default folder name to place the recovered 

deleted files is ‘UndeletedFiles’ with the default 

location set to the root folder of the Destination 

device.  The Select Root button will select the 

root folder of the device, regardless of the 

currently selected folder location.  Once the user 

has selected the appropriate folder location and 

new folder name, if necessary, then the user Figure 48 - Undelete File Destination Selection 
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should select the green Undelete button to begin the deleted file recovery operation.  After starting 

the file copy, the user will be redirected to the Jobs screen. 

Read Tracking 
Read Tracking allows the user to clone all read locations of a Source device to a Destination 

device(s).  For example, if the user has enabled Read Tracking for a specific Source device and 

enters the Browse Files utility, all information on the Source device that was needed to populate the 

file tree was cloned to the Destination device(s).   All data cloned to the Destination device(s) is 

placed at the same LBA location where the data is found on the Source device. 

To start Read Tracking, the user should select the Read Tracking button from the Home screen, 

which is found in the Recovery section.  Upon selecting the Read Tracking button, the user is 

redirected to the Devices screen.  The user should now select an entire Source device and an entire 

Destination device.  Typhoon™ supports the Read Tracking operation for multiple Destination 

devices concurrently.  For instructions on selecting the Source device or Destination device(s), see 

the Device Selection section of the User’s Guide.  After selecting the Source device and Destination 

device(s), the user should select the green Track button in the bottom right of the Toolbar to begin 

the Read Tracking operation.  After beginning the Read Tracking operation, the user will be 

redirected to the Jobs screen. 

Once the user has started Read Tracking for a Source device and Destination device(s), the user 

may proceed with performing other jobs that user the Source device.  However, the Destination 

devices are locked from use in certain operations that would require writing to the Destination 

device(s).  Other Destination devices that are not involved in the Read Tracking operation may be 

used for any operation with the Source device used in Read Tracking or any other Source device. 

JumpStart 
Laptops and netbooks are getting smaller and harder to disassemble; some even come with the 

storage media soldered directly to the motherboard.  Typhoon™ allows the users to recover their 

system without having to remove the drive using our new JumpStart.  JumpStart allows the user to 

boot a system, such as a PC or Laptop, through USB 3.0.  If the desired system doesn’t support USB 

3.0, there is no need to worry because JumpStart is backwards compatible for USB 2.0/1.0 ports. 

To use JumpStart for recovering from another system, first select the JumpStart button from the 

Home screen, which is found in the Recovery section.  Upon selecting the JumpStart button, the user 

is redirected to the Devices screen.  The user should now select the Destination device(s) that will 

be visible on the client system and usable as a Destination for recovering data.  For instructions on 

selecting the Destination device(s), see the Device Selection section of the User’s Guide.  After 

selecting the Destination device(s), the user should select the green JumpStart button in the bottom 

right of the Toolbar to proceed with the JumpStart operation.  After selecting the green JumpStart 

button, the user is redirected to the Jobs screen and ready to proceed with using the Typhoon™ to 

boot the client system. 
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To boot the client system using Typhoon™, use the following steps: 

1. Connect the Typhoon™ JumpStart cable to an available USB port on the client  

2. Restart or turn on the client system 

3. Press the key or keys to enter the BIOS in the early stages of the boot process 

Common keys for entering the BIOS are F2, F10, F12, Del, and Esc, the key stroke or 

key combination for systems varies across venders.   

4. Use the appropriate keys to scroll to the Boot menu within the BIOS to set the Boot Device 

and Priority 

Set the boot device and priority so that the “ATA_JumpStart” device has the top 

priority 

NOTE:  The Typhoon appears to the BIOS as a USB External HDD, so the BIOS may 

treat the Typhoon™ as a USB device or an ATA/HDD device 

5. Save the changes and exit the BIOS 

At this point, the client system should be booting with custom Typhoon™ software that presents the 

user with the Home screen normally seen on the Typhoon™ system.  However, the Home screen 

shown for the client system has a subset of the features in the Home screen compared to that of the 

Typhoon™.  Below is a list of the operations available to the user from within the JumpStart 

operation in reference to the various sections of the Home screen as seen on the client system: 

Recovery Section: 

 Clone/Image 

 Hash 

 Browse Files 

 Undelete Files 

System Section: 

 System Configuration (System 

Config) 

 Shut Down 

Destruction Section: 

 Bang 

Utilities: 

 Sector Viewer 

 Restore Image 

 Format 

 Resize Partition

The operations available to the user within the JumpStart operation function in the same manner as 

the operations do on the Typhoon™ outside of the JumpStart operation.  The user will see a slight 

difference in the Devices screen.   For any operation started within JumpStart on the client system, 

the only devices available on the Source ports will be those that are connected to the client 

machine.  The Destination ports will only show the devices selected during the Device selection 

when the JumpStart operation was started.  No other Source or Destination ports will be available 

to be powered for use within the JumpStart operation and the Power buttons in the Device screen 

are therefore removed for the user. 

When the user has finished using the JumpStart operation, they should select the Shut Down button 

to shut down the client machine.  On the Typhoon™ system, the user should either stop the job in 

the Jobs screen or select the red stop square in the Job Status shown in the Home screen. 
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The Typhoon™ system is available for use during a currently running JumpStart operation, as long 

as the devices being used in the currently running JumpStart operation are not used for new 

operations. 

Bang 
Bang is a term used to describe eradication of all data on a drive by overwriting each sector.  

Typhoon includes an embedded version of CPR Tools’ data eradication utility, BangDisk™.  

BangDisk™ complies with NIST 800-882 ‘clear’ specifications. 

Using the Bang operation within the Typhoon™, a user may eradicate all data on a device connected 

to a Destination port by overwriting every addressable sector on the drive. 

The Bang operation is started by selecting the Bang button from the Home screen, which is found in 

the Destruction section.  Upon selecting the Bang button, the user is redirected to the Devices 

screen.  The user should now select the Destination device(s).  Typhoon™ supports the Bang 

operation for multiple devices concurrently.  For instructions on selecting the Destination device(s), 

see the Device Selection section of the User’s Guide.  After selecting the Destination device(s), the 

user should select the blue Next button in the bottom right of the Toolbar to proceed with the Bang 

operation.  

Once the user has selected the Destination 

device(s), the user is redirected to the Bang 

Configuration screen, as illustrated in Figure 49.  

The left side of the screen contains the Devices 

section and the Bang Pattern section.  In the 

Devices section, the selected Destination devices 

are shown.  This section also contains the Start 

LBA and End LBA fields.  These fields may be 

edited by selecting the field and changing the 

current value with the onscreen number pad that 

appears.  If multiple devices are selected, the End 

LBA shown is the last LBA of the largest device.  

Below the Start LBA and End LBA fields is the 

Current LBA field.  This field is not editable and is 

used to show the current LBA when resuming a 

Bang operation.  The current LBA will be defaulted 

to ‘N/A’ when starting a new Bang operation.  

Below the Devices section is the Bang Pattern 

section.  In this section, the user may select from a 

set of pre-defined patterns.  If a Custom Pattern is 

desired, the user should select the ‘Repeating 

                                                             
2 NIST Special Publication 800-88 

Figure 49 - Bang Configuration 

http://www.cprtools.net/800-88
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DWORD’ pattern and set the DWORD field below the Pattern Selection button to a Custom DWORD.  

The pattern may be changed by selecting the downward arrow on the right side of the Pattern 

Selection button, which displays the currently selected pattern.  The default pattern is ‘Repeating 

DWORD’ with the DWORD set to 0x00000000. 

The right side of the Bang Configuration screen is the Transfer Algorithm section, HPA/DCO section 

and the Note section.  In the Transfer Algorithm section, the user may select from various 

algorithms to handle if an error is encountered on the Destination device when performing the 

Bang operation.  To select a different algorithm, the user should select the downward arrow to the 

far right of the currently selected algorithm.  The default algorithm is Aggressive.  The user may 

also configure a new algorithm by selecting the Configure button located to the far right of the 

Transfer Algorithm section.  For instructions on configuring a new transfer algorithm for the Bang 

operation, see the “Configure Transfer Algorithm” section previously mentioned in the Clone/Image 

section on page 31.  The HPA/DCO Settings section allows the user three options in dealing with 

an HPA/DCO on a selected device.  The user may select to perform a Permanent Reset 

(permanently removes all HPAs and DCOs), Temporary Reset (temporarily removes all HPAs and 

DCOs for the Bang operation), or None (leaves HPAs and DCOs unchanged).  In the Note section, the 

user may create a note that will be added to the Notes section for the job within the Jobs Screen.  To 

add a note, the user should select the Add Note button, which opens up the onscreen keyboard with 

blank fields for the Note Title and Note Contents.  The top field is for the Note Title, while the large 

field below the Note Title field is for the Note Contents.  After the user has created a title for the 

note and entered all details for the note in the contents area, the user should select the Accept 

button to create the note and select it to be added to the Job Notes.  The created note can be 

previewed under the Add Note button in the Note section.  To make sure that the note will be added 

to the job, check to make sure that the check box on the left side of the Add Note button is checked.  

Once all settings for the Bang operation have been selected, the user should select the green Start 

button to begin the operation.  Upon selecting the start button, the user will be redirected to the 

Jobs screen. 
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Figure 50 - Sector Viewer 
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Sector Viewer 
Typhoon™ contains a built-in Sector Viewer that 

is accessible by selecting the Sector Viewer button 

from the Home screen, which is found in the 

Utilities section.  Upon selecting the Sector Viewer 

button, the user is redirected to the Devices screen.  

The user should now select the device from the 

Destination ports of Typhoon™.  For instructions 

on selecting the Source or Destination device, see 

the Device Selection section of the User’s Guide for 

selecting an entire device.  After selecting the 

device, the user should select the blue View button 

in the bottom right of the Toolbar to proceed with 

the Sector Viewer operation.   

After selecting the device, the user is redirected to 

the Sector Viewer screen, as illustrated in Figure 

50.  To best describe the functionality of the 

Typhoon™ Sector Viewer, Figure X displays the 

Sector Viewer screen with three distinct sections 

encircled, labeled A through C. 

Device Selection 

Section A is the Device Selection section, as depicted in Figure 50.  This section shows the user the 

Model number and Serial number of the selected device. 

Navigation 

Section B is the Navigation section, as illustrated in Figure 50.  This section provides the ability to 

move through the sectors in a variety of ways. 

LBA 

This field displays the current LBA that is being viewed. 

By selecting the number field and entering an LBA value, users may jump to a specific LBA.  
The user may enter a specific LBA or select the Maximum LBA button in the onscreen 
number pad to set the LBA to jump to.  The Maximum LBA button will jump to the last 
addressable LBA of the device.  

Refresh 

The Refresh button will update the Sector Viewer screen with the latest data for the 

currently viewed sector in the event that the user has edited the sector or if the sector may 

have been updated through the Read Tracking operation. 
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Previous / Next Arrows 

Clicking the buttons pointed left and right will cause the sector viewer to display one sector 

previous or one sector after the currently viewed sector. 

Sector Viewer 

The main section of the Sector Viewer displays the 

data found in the current sector, as depicted in 

Section C in Figure 50. The data is provided in both 

hexadecimal and ASCII formats. 

In the bottom right of the Toolbar, the user may 

select the blue Edit button to edit the values of the 

sector currently being viewed.  Upon selecting the 

Edit button, an editable version of the Sector 

Viewer will be displayed with data shown in both 

hexadecimal and ASCII formats, as illustrated in 

Figure 51.  The user may select any byte within the 

sector to change and may change the value with 

the hexadecimal number pad below the editable 

Sector Viewer.  Edited bytes within the sector will 

be highlighted in blue for the user to easily see 

what bytes have been changed.  To cancel the edits 

to the selected sector, the user should select the 

Cancel button below the editable Sector Viewer.  

To save the edits to the selected sector, the user 

should select the Save to Disk button below the 

editable Sector Viewer.  Upon making any edits to 

the currently viewed sector, the user is redirected back to the main Sector Viewer screen.   

To leave the Sector Viewer screen, the user may select any button on the left side of the Toolbar.  

Selecting the Back button will only take the user back to the Device selection screen if they wish to 

change what device is being viewed with by the Sector Viewer. 

Restore Image 
The Typhoon™ Restore Image operation supports the restoration of .AFF, .AFD and .RAW image 

files to any Destination device.  In addition to the supported image file types, Restore Image works 

with both compressed and uncompressed image filesets for .AFF and .AFD image files. 

To begin the Restore Image operation, the user should select the Restore Image button from the 

Home screen, which is found in the Utilities section.  Upon selecting the Restore Image button, the 

user is redirected to the Devices screen.  The user should now select an image file as the Source 

device and an entire device as the Destination.  Typhoon™ supports the Restore Image operation for 

restoring a single image file to multiple Destination devices.  For instructions on selecting the 

Figure 51 - Edit Sector Screen 



 

 
 

TyphoonTM User’s Guide 
 

  Page 45 of 53 

Source or Destination device(s), see the Device Selection section of the User’s Guide for selecting an 

entire device.  After selecting the device, the user should select the blue Next button in the bottom 

right of the Toolbar to proceed with the Restore Image operation.   

Once the user has selected the Source and 

Destination device(s), the user is redirected to the 

Restore Image Configuration screen, as illustrated 

in Figure 52.  The left side of the screen contains 

the Devices section.  In the Devices section, the 

selected Source device is shown.  This section also 

contains the Start LBA and End LBA fields for the 

image file chosen as the Source device.  These 

fields may be edited by selecting the field and 

changing the current value with the onscreen 

number pad that appears. Below the Start LBA and 

End LBA fields is the Current LBA field.  This field 

is not editable and is used to show the current LBA 

when resuming a Restore Image operation.  The 

current LBA will be defaulted to ‘N/A’ when 

starting a new Restore Image operation.  Below the 

Source device information in the Devices section is 

the Destination(s) information.  The information 

shown for this portion of the Devices section 

shows the port name and model number of each 

Destination device that was selected. 

The right side of the Restore Image Configuration screen is the Transfer Algorithm section, Options 

section and the Note section.  In the Transfer Algorithm section, the user may select from various 

algorithms to handle if an error is encountered on the Destination device when performing the 

Restore Image operation.  To select a different algorithm, the user should select the downward 

arrow to the far right of the currently selected algorithm.  The default algorithm is Aggressive.  The 

user may also configure a new algorithm by selecting the Configure button located to the far right of 

the Transfer Algorithm section.  For instructions on configuring a new transfer algorithm for the 

Restore Image operation, see the “Configure Transfer Algorithm” section previously mentioned in 

the Clone/Image section.  Below the Transfer Algorithm section is the Options section and Note 

section.  In the Options section, the user may select the Hash (SHA256) button.  This option will 

perform a hash of the Destination Device as the Restore Image operation progresses.  In the Note 

section, the user may create a note that will be added to the Notes section for the job within the Jobs 

Screen.  To add a note, the user should select the Add Note button, which opens up the onscreen 

keyboard with blank fields for the Note Title and Note Contents.  The top field is for the Note Title, 

while the large field below the Note Title field is for the Note Contents.  After the user has created a 

title for the note and entered all details for the note in the contents area, the user should select the 

Figure 52 - Restore Image Configuration 
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Accept button to create the note and select it to be added to the Job Notes.  The created note can be 

previewed under the Add Note button in the Note section.  To make sure that the note will be added 

to the job, check to make sure that the check box on the left side of the Add Note button is checked.  

Once all settings for the Restore Image operation have been selected, the user should select the 

green Start button to begin the operation.  Upon selecting the Start button, the user will be 

redirected to the Jobs screen. 

Format 
The Format operation will format a device 

connected to a Destination port.  Typhoon™ 

doesn’t support formatting multiple devices 

concurrently.  To format a device, select the 

Format button from the Home screen, which is 

found in the Utilities section.  Upon selecting the 

Format button, the user is redirected to the 

Devices screen.  The user should now select an 

entire device from the Destination ports of 

Typhoon™.  For instructions on selecting the 

Source or Destination device, see the Device 

Selection section of the User’s Guide for selecting 

an entire device.  After selecting the device, the 

user should select the blue Next button in the 

bottom right of the Toolbar to proceed with the 

Format operation.  

After selecting the device, the user is redirected to 

the Format Configuration screen, as illustrated in 

Figure 53.  The user is notified that the device will 

be formatted with an MBR partition table and an 

NTFS filesystem.  If the selected device already 

contains a filesystem, then a warning will appear and the user will be notified that all data on the 

Destination device will be overwritten, as depicted in Figure 53.  Below the notifications to the user 

is the name field for the partition.  The user has the option to leave the field blank, as it is defaulted 

to, or to enter a name for the new partition that will be created.  To format the device, the user 

should select the green Start button.  Upon selecting the start button, the user will be redirected to 

the Jobs screen. 

Resize Partition 
Typhoon™ supports enlarging a partition of a Destination device through the Resize Partition 

operation.  The Resize Partition operation doesn’t allow for the user to shrink partitions found on a 

Destination device.  

Figure 53 - Format 
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To resize a partition, the user should select the Resize Partition button from the Home screen, 

which is found in the Utilities section.  Upon selecting the Resize Partition button, the user is 

redirected o the Devices screen.  The user should now select the device form the Destination ports 

of Typhoon™.  For instructions on selecting the partition as the Destination device, see the Device 

Selection section of the User’s Guide for selecting an entire device.  After selecting the device, the 

user should select the blue Next button in the bottom right of the Toolbar to proceed with the 

Partition Resize operation.   

After selecting the device, the user is redirected to 

the Partition Resize Configuration screen, as 

illustrated in Figure 54.  Centered at the top of the 

screen is the information about the selected 

partition for resizing.  The information includes the 

Destination port name, partition number, and 

model number of the selected device.  Below that 

information the user is shown the Current Size 

(LBA) and the Max Size (LBA), with the New Size 

(LBA) field below both.  The new Size (LBA) field 

may be set by the user by touching the field and 

manually editing the value or by setting it to the 

max value by selecting the Max button located 

below the field.  If the user manually sets the value, 

then the user may set the new size based on ending 

LBA or various data size units by selecting the unit 

descriptor button within the onscreen number pad.  

After selecting the appropriate partition resizing 

settings, the user should select the green Start 

button to enlarge the selected partition.  Upon 

selecting the start button, the user will be 

redirected to the Jobs screen. 

HPA (Host Protected Area) 
Host Protected Area, sometimes referred to as ‘Hidden’ Protected Area is an area of a hard drive 

that is not visible to an operating system.  The HPA operation allows the user to adjust the Current 

Max setting of a device attached to either the Source or Destination ports of Typhoon™.  The default 

capacity of a drive is equivalent to that drive’s ‘Native Max’.  Adjusting the Current Max value sets 

the drive to appear to be smaller than its default capacity. 

To adjust the HPA for a device, first select the HPA button from the Home screen, which is found in 

the Utilities section.  Upon selecting the HPA button, the user is redirected to the Devices screen.  

The user should now select the device from either the Source or Destination ports of Typhoon™.  

Typhoon™ supports the HPA operation for only a single entire device.  For instructions on selecting 

Figure 54 - Resize Partition 
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the Source or Destination device, see the Device Selection section of the User’s Guide for selecting 

an entire device.  After selecting the device, the user should select the blue Next button in the 

bottom right of the Toolbar to proceed with the HPA operation.   

After selecting the device, the user is redirected to 

the HPA Configuration screen, as illustrated in 

Figure 55.  In the center of the screen, the Device 

section contains information about the selected 

device.  The information displayed show the port 

and device information, typically a drive model 

number, for the selected device.  The Current Max 

LBA and Native Max LBA for the selected device is 

also shown.  If no HPA is present, then these two 

values should be equal.  Below the Device section 

of the screen, is the HPA Settings section.  In this 

section, the user may set the HPA to the previous 

current max LBA by selecting the Previous 

Current Max LBA button.  If no previous current 

max LBA exists, then the button will be greyed out 

to the user.  A previous current max LBA will only 

exist if an HPA event for the selected device has 

been performed under the currently loaded 

journal.  The user may also choose to set a new 

HPA by selecting the New Current Max LBA 

button and edit the field to the right of the button.  

Upon selecting the field to the right of the button, 

the user may set the HPA based on LBA or various data size units by selecting the unit descriptor 

button within the onscreen number pad.  The final option for the user is to clear the currently set 

HPA by selecting the Clear HPA button.  Clearing an HPA will configure the drive to use the 

maximum addressable LBA range.  After selecting the appropriate HPA settings, the user should 

select the green Start button to set the HPA to the selected settings.  Upon selecting the start button, 

the user will be redirected to the Jobs screen. 

DCO (Device Configuration Overlay) 
Often, in data recovery scenarios, a drive is received which may be limited by certain DCO settings.  

Using the editing ability provided within this operation, recovery technicians may save the initial 

(or subsequently changed) DCO status of the drive.  Enabling or disabling features may aid in the 

data recovery effort.  

To enable or disable DCO features for a device, first select the DCO button from the Home screen, 

which is found in the Utilities section.  Upon selecting the DCO button, the user is redirected to the 

Devices screen.  The user should now select the device from either the Source or Destination ports 

Figure 55 - HPA Configuration 
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of  Typhoon™.  Typhoon™ supports the DCO operation for only a single entire device.  For 

instructions on selecting the Source or Destination device, see the Device Selection section of the 

User’s Guide for selecting an entire device.  After selecting the device, the user should select the 

blue Next button in the bottom right of the Toolbar to proceed with the DCO operation.  If the 

selected device currently has an HPA set, then the user will be notified that the HPA must first be 

removed before editing the DCO features.   

After selecting the device, the user is redirected to 

the DCO Configuration screen, as illustrated in 

Figure 56.  Centered at the top of the screen is the 

Device section that shows what device was selected 

and the Native Max LBA for the selected device.  

The information shown about what device was 

selected typically is the port name and the model 

number of the device.   

Below the Device section are the Load Previous and 

Load Current buttons.  The Load Previous button 

is used to load the previous set of DCO features that 

were last set under the currently loaded journal for 

the selected device.  If a set of DCO features were 

never set for the selected device under the 

currently loaded journal, then the button will 

remain greyed out to the user.  The Load Current 

button will populate the settings with the DCO 

settings that are currently set for the selected 

device.  This button is useful if the user makes a 

mistake in selecting the new DCO settings and 

wants to restart the process of selecting the new 

DCO settings to be set for the device.  The Load functionality is provided to allow for ‘snapshots’ of 

DCO settings to be quickly restored. 

DCO Options may be toggled in the Source Pattern section, which is located below the Load 

Previous and Load Current buttons. Only those options supported by the attached drives may be 

changed. At the top of the Source Pattern section, the user has the option to Modify the current 

settings or to Clear the DCO settings.  Clearing the DCO settings will set the DCO settings to the 

factory default settings for the device.  Options not supported, such as ‘S.M.A.R.T Conveyance Self-

Test’, are ‘greyed out’ and unavailable to the user.  DCO Options are presented using the drive’s 

current values. Each of the DCO options will be presented in detail.  After enabling and disabling the 

appropriate DCO features, the user should select the green Start button to set the DCO to the 

selected feature set.  Upon selecting the start button, the user will be redirected to the Jobs screen. 

Figure 56 - DCO Configuration 
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DCO Settings 
This list defines which drive features are enabled or disabled when toggling available options. 

Current Max  
This setting allows the user to limit the size of the drive by specifying the number of LBAs which the drive will 
report. This is similar to what may be performed using the HPA tab; it should be noted that an HPA may be set 
on a drive which has had its Current Max modified via DCO.  

Security  

Enables/Disables support for the following commands:  
 SECURITY SET PASSWORD  
 SECURITY UNLOCK  
 SECURITY ERASE PREPARE  
 SECURITY ERASE UNIT  
 SECURITY FREEZE LOCK  
 SECURITY DISABLE PASSWORD 

 
Command set description:  
Allows user to lock and unlock drives and perform security erases.  

Advantages of disabling:  
Prevent inadvertent security erasing or locking of drive.  

HPA Support 

Enables/Disables support for the following commands: 
 

 READ NATIVE MAX ADDRESS 
 READ NATIVE MAX ADDRESS EXT 
 SET NATIVE MAX ADDRESS 
 SET NATIVE MAX ADDRESS EXT 

 
Command set description: 
Allows user to reduce the reported size of a drive. 
 
Advantages of disabling: 
Prevents HPA from being set on a drive. 

48 Bit Support 

Enables/Disables support for the following commands: 
 FLUSH CACHE EXT 
 READ DMA EXT 
 READ DMA QUEUED EXT 
 READ MULTIPLE EXT 
 READ NATIVE MAX ADDRESS EXT 
 READ SECTOR(S) EXT 
 READ VERIFY SECTOR(S) EXT 
 SET MAX ADDRESS EXT 

 WRITE DMA EXT 
 WRITE DMA FUA EXT 
 WRITE DMA QUEUED EXT 
 WRITE DMA QUEUED FUA EXT 
 WRITE MULTIPLE EXT 
 WRITE MULTIPLE FUA EXT 
 WRITE SECTOR(S) EXT 
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Command set description: 
These commands allow the user to read, write, and set HPAs on sectors above the 28 bit 
mark (268435455). 

Force Unit Access 

Enables/Disables support for the following commands: 
 WRITE DMA FUA EXT 
 WRITE DMA QUEUED FUA EXT 
 WRITE MULTIPLE FUA EXT 

 
Command set description: 
These commands force writes to bypass the write cache and instead write directly to 
the media. These commands are used for data integrity purposes. 

Streaming 

Enables/Disables support for the following commands: 
 CONFIGURE STREAM 
 READ STREAM EXT 
 WRITE STREAM EXT 
 READ STREAM DMA EXT 
 WRITE STREAM DMA EXT 
 READ LOG EXT 
 WRITE LOG EXT 

 
Command set description: 
These commands are used to time critical data transfers as opposed to data integrity 
critical commands. If the command doesn’t complete in the specified amount of 
time, the command fails. 

AAM (Automatic Acoustic Management) 

Enables/Disables support for Automatic Acoustic Management. 
 

Command set description: 
Sets drive to operate at one of three levels: 

1. High noise and performance 
2. Medium noise and performance 
3. Low noise and performance 

Queued DMA 

Enables/Disables support for queued I/O commands. 
Command set description: 
Allows a host to issue concurrent commands to the same device. The device will 
queue the concurrent commands, then process them. 
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Multi-Word DMA 

Sets the level of support for Multi-Word DMA support. 
 

Command set description: 
Multi-Word DMA is a method used to perform I/O operations in bursts. Changing 
this value will change the default level at which the drive will perform these 
transfers. 

Ultra DMA 

Sets the level of support for Ultra DMA transfers. 
 
Ultra DMA is a method used to perform I/O operations in bursts. Changing this value will change 
the default level at which the drive will perform these transfers. Ultra DMA transfers are faster than 
Multi-Word. 

Power-Up In Standby 

Enables/Disables the ability of a drive to power up in a standby power state. 
 

Command set description: 
“Allows devices to be powered-up into the Standby power management state to 
minimize inrush current at power-up and to allow the host to sequence the spin-up 
of devices. 
Drive will spin up as soon as a command is sent that requires the drive to access the 
media.” 

S.M.A.R.T. Enable 

Enables/Disables the S.M.A.R.T. system on the drive. 
 
Advantages of disabling: 
Drives that have problems with their S.M.A.R.T. system may perform better if 
S.M.A.R.T. is turned off. 

S.M.A.R.T. Error Logging 

Enables/Disables the S.M.A.R.T. error logging support on the drive. 
 
Command set description: 
The collection and storage of drive health related statistics. 

S.M.A.R.T. Self-Test 

Enables/Disables a drives ability to perform a S.M.A.R.T. self-test. 
 

Command set description: 
Causes the drive to perform a test of its health. 
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S.M.A.R.T. Conveyance Self-Test 

Enables/Disable a drives ability to perform a S.M.A.R.T. conveyance self-test. 
 

Command set description: 
S.M.A.R.T. test designed to check if any damage occurred between the time the drive 
was manufactured and the time it was put into use. 

S.M.A.R.T. Selective Self-Test 

Enables/Disables a drives ability to perform a S.M.A.R.T. selective self-test. 
 

Command set description: 
Similar to a normal Self-Test, but the user can specify specific areas of the drive to 
test. 


